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According Osterholm,
authorzof “LEWVirigNlerrors”. . . .

9/11 should not have beenla surprise

From Octoh 12001 NY- Times --
Retired CIAMGfficial Peter Probst

More terrorist attacks “will come™...not “ if”
Our domestic food supply is very vulnerable

« "Agriculture is the : 3
The foods we import are at risk

soft underbelly of the

Minneapolis Star- Tribune

...and we are not ready ~ auyzo0

American economy.
It's an absolutely vital
sector, but it's
terribly difficult to
protect.”

ICTURES
\B

Bioterror expert warns of next attacks

e




Why is'Our; yst\l Vulnerable?

» Immense size - $2 trillion, 15% of GDP
* MN Agriculture industries 18.5% of economy

e MN Dairy $2.7 billion 54,000 jobs, 7400
farms

» Food affects us all
* Dispersed, control is difficult

* Increased concentration (throughout the
system)
» Much of work done by low skill workers

F=
Intentional lnMon oftAnimal or

Plant/Disease. Agent

* Could be crippling to
entire economy.

» UK foot and mouth
disease outbreak --
$12.5 billion.

» CA Department of
Agriculture estimates
the impact would be
at least that great in
the U.S.

=
Intentional Evir\nmental Breach

* From waste
storage

» Chemical storage
« Food processor
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What COULD Happen?

F=
Use of an Mt Product or

Technology

* Recall T. McVeigh and
ammonium nitrate

» Organophosphates
originally developed for
war-time use

» Many of our technologies
are used to disperse
products/chemicals
evenly

F=
Produc' o\mination
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FreshiF hll 2 \egetable Lettuce E?M;ng
Constimption 4 andl o d
[Late 707s tollLate 90°s 2 mcvidual heads of

lettuce or sent off to

FRESH FRUIT & VEGETABLE CONSUMPTION ProcesSINEFIgUSCEES
LATE '70's TO LATE '90's salads

Three Year Fresh Fresh T'otal Fresh Fruit
Average Vegetables Fruit & Vegetables

Pounds per capita
1977-79 158.8 101.0 259.8
1996-98 210.5 132.0 3425
% Change 325% 30.7% 31.8%

Source: USDA, 2000

m -~ Scenario : Letm;tamination by

Lettuce ProGe jigle Anth?ax SPOreS

\ -
Packed product is moved ; * Assumptions:
from field to a « Spores applied in field just prior to
coolina/shinBing facilit = harvest or on packaging machine
v £ 4 « Lettuce harvested and packed in field

All lettuce run through single
distribution facility during one week
period

Spores survive on packed lettuce
Ingestion results in 25-60% mortality

A
uesions

|

* When will field workers become ill

» When will packaging employees show
illness

» Will retail workers become contaminated
as handle produce (breathing holes)

* When will product enter home
» When will consumers get ill




TMvent

!

Hospitalization
To Home ]

/

# or
symptoms

What D(Mers Think?
How Likely Do Yeu hink It Is That “Agroterrorism”

Will Happen Somewhere in the US?

Very Likely

Likely

Somewhat Likely

Not Likely

Very Unlikely
30 40

N=313, mid-2002, From Extension Disaster
Education Network (EDEN) Survey

Piorl{ing

* Issues of agro-security can be
overwhelming.

« Changes likely will cost $$
» Need a way to set priorities

http://www.agctr.Isu.edu/eden/
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Othr \cerns

* In the event of a
man-made or
natural disaster,
what do we do
with:

—animals
—feed

112
—stored crops

« al Qaeda?

« Local activists

¢ Others with an agenda
« Unhappy workers

« Vandals/thieves

° The fOOd industry needS Bhagwan Shree Rajneesh
to be realistic in their
assessment

Begin With ng anntimate

Knowledge of a'Particular Operation
or System

* The flow of inputs and products

« Contact points between inputs, outputs,
and people

« Physical layout, access points

» Storage, security measures




Evaluate'Di \Hazards and
Scenarios Based on Probability of
Occurrence and Severity of Outcome

Hazard = An act or condition posing threat or harm
Describe hazard by looking at source,

mechanism, and outcome
Example:
*Unsecured chemical storage shed, theft of insecticides (relatively high
probability of theft, severity of outcome potentially great including economic
impact or illicit use)
*Open, accessible milkhouse area and bulk tank tampering (very low probability
of occurrence, potentially catastrophic consequences)
*Unsecured loading dock at local grocery store with some products occasionally
stored for short periods outside (medium level of occurrence, potentially
catastrophic consequences)

[N

risk of someone intentionally h’
contaminating your bulk tank PP

risk of stolen anhydrous
ammonia for a meth lab

PROBABILITY

FSIS Security
Guidelines for Food
Processors

September 2002
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F E D C B A
Impossible| Improbable] Remote Occasional | Probable | Frequent

I
Catastrophic

I
Critical

111
Marginal @

v
Negligible

RISKCODEI P77 \moeralie o E=ms Operaton remuires writen, [y | Operaten

ACTIONS Pl et rek tme-limilad walver,
Czf] o overove's endorsed by )

* Note: Risk is a product of Probability x
Severity...Bring either close to zero, risk
approaches zero

F =
“SolutionMroterrorism

Vulnerabilities May. Have Multiple
Benefits

« Carefully selecting, screening, training
workers = productivity, worker’s comp, etc.

« Basic security - limiting access points, locks,
lighting.
« Storage facility design for safety and security.

* Thinking through threats and hazards will also
help protect workers and family from
safety/health risks.

=

Other; ? urces

* Processing, transporting and selling food products
from MDA

« http://www.mda.state.mn.us/dairyfood/alertfood.pdf

* Food Supply Safety and Security in Minnesota
« http://www.health.state.mn.us/divs/eh/emergency/food/foodsafety.pdf




"S
um \ ry

» Awareness is important.

» Start with assessing the issue of “who?”

* Put the system on paper (a schematic, or list of
processes, inputs, outputs, points of contact).

« Evaluate various hazards based on
(probability x severity)

« Simple solutions are often adequate and have
multiple benefits.
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* The best way to do this is through
applying these concepts to an actual
farm/processing operation!

* (An educational field trip with a2 or 3
hour de-briefing and discussion session).



